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Lacework = Cloud Security is a Data Problem
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Introducing Code Security @ Lacework  [AWS re:Invent, Nov 2023 ]

Code Security =
- IaC (Infrastructure as Code)
- SCA (Software Composition Analysis)
- SAST (Static Analysis)

- Quick
- Deep

+ Code-Aware Agents
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Introducing Code-Aware Agents  [ RSA, April 2023 ]
What? Agent that detects what packages are executed (active) or not (inactive)
Why? Vulnerable packages that are inactive are not a security risk (if they stay inactive)
How? Monitor all package executions all the time

- Monitor file system operations
- When a package file is opened/executed, the package is declared as active
- Periodically send Active-Package data to the Lacework platform/cloud

Key: low cost 
- Near zero CPU+MEM agent cost
- Low-data volumes
- Reliable, safe, invisible

-> Always on, everywhere
-> No FNs and no FPs
→ PROOF of package inactivity ! 
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Sample Results

Results from 2428 machines running CAA from 2023/03/20 to 2023/04/03:

Number of unique packages: 1361
Number of unique ACTIVE packages: 235

Breakdown by severity:
14 Critical, 33 High, 43 Medium, 8 Low, 137 Not vulnerable

Number of unique INACTIVE packages: 1126
Breakdown by severity:

25 Critical, 130 High, 176 Medium, 49 Low, 746 Not vulnerable

Active packages vs total packages: 235/1361 = 17%
Active vulnerable packages vs total vulnerable packages: 98/478 = 21%
Active vulnerable packages vs total packages: 98/1361 = 7%

CAA-savings = inactive vulnerable packages vs total vulnerable packages = 79%

Insight: Most vulnerable packages are inactive !  (from 30% to 90%, average 65%)
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From Code to Cloud and Back

Claim: the Cloud provides new opportunities for Program Analysis
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The May and the Must…
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BUGS’2005
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The May and the Must…
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POPL’2010
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